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Aruba ESP v@i Zero Trust Security

Bao mat cho moi trwong Bién (Edge)

Nhing thach thirc vé an ninh mang da gia tang dang ké
trong nhttng nam gan day khi ngudi dung ngay cang bi phan
quy@n va cac cudc tan cong trd nén tinh vi va dai dang hon.
Bén canh do, cac phuong phap bao mat truyén théng,

chi chui yéu tap trung xung quanh clia hé théng mang,
khong con hiéu qua dudi dang la cac chién lugc bao mat doc
lap. Vi vay, an ninh mang hién dai phai phu hop véi da dang
nhém ngudi dung chuyén nghiép va thiét bi ludn thay dci,
cling nhu viéc nhiéu méi de doa phd bién dang nham vao
cac phan “dang tin cay” trudc day clia co sé ha tang mang.

Gidi phép Zero Trust ndi lén nhu mét moé hinh hiéu qué dé
gidi quyét tot cac yéu cau bao mat dang thay doi cho doanh
nghiép hién dai, c6 kha nang gid dinh dé nghi ngo tat ca
ngudi dung, thiét bj, médy chd va cac phan doan mang
(network segment) knong an toan. Bang cach nay,

Aruba ESP v&i Zero Trust Security c6 thé cai thién tinh hinh
an ninh mang téng thé bang cach ap dung mot tap hop cac
bién phap kiém soét va thuc tién tét nhat, mang dén

kha nang bdo mat nghiém ngat hon cho céc tai nguyén mang
quan trong trudc day.

ARUBA ESP: NGUYEN TAC KHONG TIN TUONG COT LOI
Giai phéap bao mét Zero Trust mang dén sy thay déi dang ké
cho hé théng mang, tuy thudc vao mién (domain) bdo mat
dang dugc xem xét. Mac du kiém soét cdp Ung dung 1a
trong tam trong Zero Trust, nhung mot chién lugc toan dién
cling can phai bao quat hé théng an ninh mang va sé luong
thiét bi két ndi ngay cang tang, bao gdm mdi trudng lam viéc
tai nha. Do dé, Gidi phap Aruba ESP véi Zero Trust Security
s& két hgp chat ché kha nang hién thi toan dién, kiém soat
va phan doan vi mé (Micro Segmentation) quyén truy cap
toi thiéu, cling nhu giam sat va thuc thi lién tuc, mang dén
gidi phép bdo mat dang tin cay nhat. Ngay ca cac giai phap
VPN truyén théng cling dugc cai tién bang cach dam bao rang
cac diéu khién tuong tu, dugc ap dung cho hé théng mang tai
toa nha (campus), cac chi nhanh, hodc dugc md réng cho
nhan vién lam viéc tai nha hodc tir xa.
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Trong thai dai loT, nguyén tac co ban clia an ninh mang dugc
dénh gia tot, thuong khé o thé thuc hién. Khi cd thé, tat cd
cac thiét bj va nguoi dung phai dugc hé thong nhan dang va
xac thuc dung cach trudc khi cdp cho ho quyén truy cap
mang. Ngoai viéc xac thuc, ngudi dung va thiét bi cling can
dugc cung cap t6i thiéu cac quyén truy cap can thiét, dé thuc
hién cac hoat dong quan trong déi véi doanh nghiép khi ho
truc tuyén. Biéu nay c6 nghia la cap phép tai nguyén mang va
Ung dung ma bat ky ngudi dung hodc thiét bi nhat dinh nao
cling c6 thé truy cap. Cudi cling, tat c& moi phuong tién lién lac
gita ngudi dung cudi va Ung dung phai dugc méa hoa.

SU’ CAN THIET CUA KHA NANG HIEN THI TOAN DIEN

Viéc 1oT ngay cang dugc chdp thuan va théng qua loT dan
dén kha nang hién thj toan dién tat ca thiét bj va ngudi dung
trén hé thong mang trd thanh moét nhiém vu day thach thirc.
Néu khong c6 kha nang hién thj toan dién, cac bién phap
ki€m sodt bdo mat quan trong hd trg cho mo hinh Zero
Trust rat khé ap dung. Khi do, tu dong hda, hoc may
(machine learning) dua trén tri tué nhan tao Al, cling nhu
kha nang xac dinh nhanh cac loai thiét bj la cac tinh nang rat
quan trong.

Gidi phép Aruba ClearPass Device Insight van dung su két hop
gitra k§ thuat khdm phé va lap ho so ch dong lan thu dong
nham phat hién toan bd cac thiét bi dugc két ndi hodc c6 gang
két n6i vao hé théng mang. Gidi phap nay c6 thé ap dung vdi
cac thiét bi phd bién trong ngudi dung nhu may tinh xach tay
hay mdy tinh bang. Diém khac biét cla Aruba ClearPass
Device Insight so véi cong cu truyén théng la kha nang nhin
thay dugc nhiéu b thiét bj loT da dang khac nhau dang tham
nhap khap cac hé théng mang hién nay.



Aruba ESP vai Zero Trust Security

LU'A CHON “TRUY CAP TOI THIEU” VA PHAN POAN

VI MO

Mot khi d& c6 khéd nang hién thj, viéc 4p dung cac phuong
phép tot nhat clia Zero Trust lién quan dén “Truy cap toi thiéu”
(Least Access) va phan doan vimé (Micro Segmentation) dugc
xem la cac budc quan trong tiép theo. Diéu nay cé nghia la str
dung phuong phép xac thuc t8t nhat c6 thé cho mai diém
cudi trén mang (tic la xac thuc day dd 802.1X va da yéu té cho
thiét bj clia ngudi duing) va &p dung chinh sach kiém soét
truy cap chi cho quyén duy nhat truy cap vao cac tai nguyén
thuc su can thiét cho thiét bi hodc ngudi dung dé.

Aruba ClearPass Policy Manager cho phép tao cac chinh sach
truy cap dua trén vai tro cho phép clia cdc nhém CNTT va bdo
mat dé van hanh cac phuong phép tét nhat nay thong qua
viéc stir dung mot vai trd duy nhat va cac dac quyén truy cap
lién quan - c6 thé dugc dp dung tai moi nai trén hé théng
mang, tUr co s& ha tang cé day hodc khong day, trong chi
nhanh hay trong khudn vién toa nha (campus). Sau khi dugc
lap ho so, cac thiét bj sé tu dong dugc chi dinh chinh séch
kiém sodt truy cap thich hgp, dong thoi dugc phan doan
khoi cac thiét bi khac théng qua tinh ndng Aruba Dynamic
Segmentation. Khd ndng thuc thi dugc cung cép bai
Aruba'’s Policy Enforcement Firewall (PEF), mét tuong Ira
Ung dung day du dugc nhing trong co s& ha tang mang
Aruba. Co s& ha tang Aruba cling tan dung cac giao thirc
ma hda an toan nhat nhu tiéu chuan WPA3 trén cac két noi
mang khong day.
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ClearPass Policy Manager cling tich hop nhiéu gidi phap
xac thuc, cho phép sir dung xac thuc da yéu to va kha nang
budc xac thuc lai tai cac diém chinh trong toan hé théng
mang. Thong qua hé sinh thai ClearPass, khach hang cling
c6 thé dé dang két hop vdéi cac gidi phap khac dé dép ung
cac yéu cau cla Zero Trust lién quan dén théng tin theo
nglr canh va kha ndng do tir xa bao mat khac.

Diéu nay dong nghia viéc ClearPass cé thé tich hop véi ca
nhiéu giai phap khac nhau, chdng han nhu cong cu Bao mat
diém cudi (Endpoint Security) nham dua ra cac quyét dinh
kiém soét truy cap thong minh hon dua trén tinh trang cla
thiét bi. Chinh sach kiém sodat truy cap ciing c6 thé dugc
thay d6i dua trén loai thiét bj dang dugc si dung, vi tri cla
ngudi dung dang két ndi va cac tiéu chi dua trén

ngl cdnh khac.

THEO DOI VA THU'C THI LIEN TUC

V6i tinh nang kiém soat truy cap dua trén vai tro dé thuc thi
phan doan chi tiét, viéc giam sat lién tuc ngudi dung va thiét bi
trén hé théng mang tao nén mét phuang phap t6t nhat khac
clia Zero Trust. Diéu nay gilp giai quyét rdi ro lién quan dén cac
ma&i de doa noi gian, phan mém doc hai nang cao hodc cac méi
de doa dai dang da pha v cac bién phap phong tha

truyén théng.

Applications and Destinations

oo

Graisid

Jo |7 3 1 ]

Access Point

] Office 365

ClearPass
P -3 o0 A E
Im“"-l-i-l-l- -.li_] }
z -~

sl el ol B =n g | _\@ nilima Tware bix ﬁ

Gateway/Contraller Cluster
- E]

Hinh 1: Aruba ClearPass tu dong chi dinh cac chinh sach ki€m soat truy cap dya trén vai trd dugc thure thi bang cach str dung Dynamic Segmentation
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Hinh 2: Giai phap Zero Trust Security la mot tru c6t chinh ctia Aruba ESP
Phong thi trudc cac moi nguy hai véi IDS/IPS

Kha nang phong thu clia Aruba c6 thé chéng lai vo s6 méi de doa,
bao gém tan cong Itra dao (Phishing), tir chéi dich vu (DoS) va cac
cudc tdn cong ransomware khac dang ngay cang lan réng. Cu thé,
gidi phap Aruba 9000 SD-WAN Gateway c6 kha ndng phat hién va
ngdan chan xam nhap trai phép dua trén nhan dang (IDS/IPS),

hé trg hoat déng cung Aruba Central, ClearPass Policy Manager va
Policy Enforcement Firewall. Nhan dang IDS/IPS sé thuc hién kiém
tra luu lugng dua trén thong tin xac thuc va mau thiét bi trén luu
lugng mang LAN (east-west) cia van phong chi nhanh, cling nhu
luu lugng SD-WAN (north-south) di qua c6ng (gateway) dé

cung cap bdo mat mang chi nhanh dang nhang. Bang diéu khién
bdo mat nang cao trong Aruba Central cung cdp cho cac nhém
CNTT kha nang hién thi trén toan mang, sé liéu méi de doa da chiéu,
dirliéu tinh bao vé méi de doa, cling nhu quan ly tuong quan va su
6. Cac su kién de doa dugc guii dén hé théng SIEM va ClearPass dé
khac phuc.

Trao d6i bao méat 360 dd

Véi hon 150 mé-dun tich hgp dugc tao thanh tur cac giai phap bao
mat t6t nhat, bao gém ca bd cdng cu Security Operations and
Response (SOAR), ClearPass Policy Manager c6 thé tu déng thuc
thi quyén truy cap dua trén phép do tir xa méi de doa theo thai
gian thuc dén tir nhiéu nguédn. Cac chinh sach c6 thé duoc tao
nham dua ra quyét dinh kiém soat truy cap theo thdi gian thuc,
dua trén cac cadnh bao dén tir cac cong cu
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Next-Gen Firewalls (NGFW), Security Information and Event
Management (SIEM) va nhiéu nguén khéc. Cac hanh dong
ClearPass hoan toan cé thé dugc dinh cu hinh, tir viéc gidi han
quyén truy cap (tuc la chi Internet) cho dén viéc xda hoan toan
thiét bi khéi mang dé khic phuc su cé.

Dé& giup khach hang tan dung cac co héi tai méi trudng Bién
(Edge), ching téi da phat trién Aruba ESP, nén tdng ho trg Al
dau tién trong nganh, dugc thiét k& dé hgp nhat, tu déng hoa
va bdo mat cho mai truong Bién (Edge). Gidi phap Zero Trust
Security la mét yéu t6 then chét clia Aruba ESP, va khi dugc két
hap vai AlOps va Ca sé ha tang hgp nhat, cho phép cac té chiic
gidm chi phi, don gidn héa hoat ddéng van hanh va gilr an toan.

Méi trudng mang va boi canh méi de doa ngay nay da va dang
doi hoi mot cach tiép can mdi. An ninh mang tap trung trong
pham vi khuén vién trudc day khong con phu hgp cho lyc lugng
nhan su di dong hién nay hoac cac thiét bi loT thé hé méi.

Giai phap Aruba ESP véi Zero Trust Security cung cdp mot tap hap
toan dién, mé& réng kha nang hién thi, kiém soat va thuc thi dé
gidi quyét cac yéu cau clia co s& ha tang mang phi tap trung,
dinh huéng loT.




